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Health Information Systems 

Introduce New Types of Errors

In 2004 research emerged suggesting technology could facilitate 
medical errors.

(Kushniruk et al., 2004; Koppel et al., 2005; )

Research suggested technology has the ability to:
reduce medical errors

AND
introduce new types of errors

Main finding: Errors can have their origins in health information 
systems

(Kushniruk et al., 2004; Koppel et al., 2005)



Institute of Medicine in 2011



What are Technology-induced 

Errors?

Technology-induced errors have been defined as errors that “arise 

from the: a) design and development of a technology, b) 

implementation and customization of a technology, c) interactions 

between the operation of a technology and the new work 

processes that arise from a technology’s use” (Kushniruk et al., 

2005, 5, p. 388), d) its maintenance, and e) the interfacing of two 

or more technologies (Borycki et al., 2012) used to provide or 

support health care activities. 



– Fragmenting patient information

(Borycki et al., 2005)

– Layout and organization of information 

(Patel et. al, 2001)

– Health professionals could become “screen driven”

– could lead to suboptimal clinical practice and 
introduces error (Kushniruk et. al., 1996)

OTHER EXAMPLES: TECHNOLOGY-

INDUCED ERRORS



– Some features and functions of user interfaces are 
highly associated with error (Kushniruk et. al, 2005)

– Medication discontinuation failures (Koppel et al., 
2005)

– Defaults fill in a text box with the wrong information 
(Ash et al., 2004; Borycki et al., 2005; Kushniruk et. 
al., 2004)

– Documenting on the wrong patient record 

– unable to determine what patient you are 
documenting on due to screen colour and font 
size 

– When more than one patient record is open, on 
the same screen health professionals may 
inadvertently entering information into the 
wrong record

(Koppel et al., 2005)

EXAMPLES: TECHNOLOGY-INDUCED ERRORS



Model of Technology Induced Error

(Borycki et. al., 2009)



Need for Health Information 

Technology Safety Research

• 90% of errors are system related (i.e. Blunt end errors) 

and 10% are human errors (i.e. Sharp end)
(Cavenaugh, 2006)

• Case has been made in the automotive, aviation and 

other industries

• Case needs to be made for technology-induced errors



Incident Reporting



Rise in Technology-induced Errors

As the number of health 

information technologies (HIT) 

that are used to support 

consumers and health 

professionals continues to grow 

so does the problem of 

technology-induced errors

(Borycki et al., 2013)  



Palojoki et al., 2016

Finland
23 hospitals
21,000 employees
50,000 patient visits annually
E-learning and classroom training for staff
Fully digital hospitals

Incident Reports
2 year period
Anonymous reports

Haipro
Classification was done by:

national guidelines
Trained classifiers

Interrater reliability: Kappa 1



• 2379/231023 

• 10% of all reports involve technology-induced errors

• 1 in 10 incident report involve technology

Palojoki et al., 2016



Palojoki et al., 2016



Frameworks and Models for Diagnosing 

Technology-induced Errors

Human 
Factors

Software 
Engineering 

Organizational 
Behaviour and 
Sociotechnical

(Borycki et al., 2011)



Frameworks and Models for Diagnosing 

Technology–induced Errors



Methods



Methods for Diagnosing Technology-

Induced Error

Two Categories

Qualitative
Describe and document technology-induced errors
Limitation of these methodologies

Little is known about the extent of the problem
(Borycki et al., 2009)

Quantitative
Document the extent of the problem
Limitation of these methodologies:

Full range of technology-induced errors is as yet unknown
(Carvalho et al., 2009)

Mixed Method
Very few studies (Kushniruk et al., 2005)



Continuum of Methods for Diagnosing 

Technology-induced Errors

1. Evidence-based Safety 

Heuristics

2. Clinical Simulations

3. Computer-based Simulations

4. Usability

1. Ethnography

2. Rapid Assessment of 

Clinical Systems (RACS)

3. Usability

1. Case Study

2. Clinical 

Simulations

3. Usability

(Borycki & Keay, 2010; Borycki et al, 2013)



Evidence-based Heuristics For 

Health Information Systems Safety

(Carvalho, Borycki et al., 2009)



Evidence-based Heuristics for Health 

Information Systems for Safety

22

1. Interaction checking: drug-drug, drug-dilutent, drug-IV
2. System checks for duplicate medications, IV drugs, and procedures 
3. Alerts and reminders should be consistent with current organizational 

policies and procedures
4. Appropriate level of locking the record and record fields
5. All allergy and reminder information does not lead to high false  

positive rates
6. Displays indicate normal range of doses
7. Patient's room is displayed appropriately to ensure no error by giving 

the patient the wrong medication
8. Content heuristic 3

1. System does not change business process: increase work,  
decrease communication, increase time to complete the task

2. System does not inadvertently impose sequential ordering or 
parallel activity

3. Ability to override the system during emergencies
4. Minimal number of clicks for entering medication orders
5. Allow more than one person to view the record at the same time
6. Look out for inflexible screen sequences
7. Clear log-on and log-off
8. Consistency of information on computer and paper record in 

hybrid environments
9. System medication information is on the computer and is 

compatible with the paper records (e.g. if system goes down)
10. How accommodating is the system when clinicians perform 

physical activities

1. Medications should be listed in terms of priority where appropriate (e.g. stat 
meds should be on top)

2. Medication status is clearly displayed 
3. Medication lists and synonyms have been properly customized to the 

hospital 
4. Clearly display date and time medication was updated 
5. Drug information should be guideline based
6. Limit or do not use defaults for medications unless they are clear on their 

applicability
7. Origin of defaults should be clear to the users 

(e.g. organization suggested or vendor default) 
8. Entry and updating of rules that guide alerts, reminders, etc. are up to date 

and controlled appropriately
9. Information about one drug order should be on the same screen when 

possible (i.e. limit number of screen transactions for the same order) 
10. Safeguard heuristic 6
11. Ensure medication information in EHR is consistent with information on other 
parallel systems
12. Workflow heuristic 8
13. Work flow heuristic 9
14. Safeguard heuristic 7

1. Allow for linkages between ordering medication and IT 
discontinuation
2. Allow for linkages between ordering procedures, medication, 
and discontinuation procedures and medication
3. Menus are scrollable and clearly marked as such 
4. Signals the person who is ordering the medication when the 
first dose will be given for all non-standard orders, procedures, 
medication doses, etc.
5. Allow for notes or annotations regarding special conditions, 
etc.
6. Limit free-text that others may not be able to see. 

Workflow Issues Content Issues

Functional Issues

Safeguards

Carvalho, Borycki & Kushniruk, 2008 ©



Clinical Simulation



Clinical Simulation

Methodology for identifying potential sources of technology induced error 
before implementation

Involves observing health professionals
Interacting with a system(s)
Using representative devices
In a typical workplace
Carrying out representative tasks

(Borycki & Kushniruk, 2005; Borycki & Keay, 2010)



Clinical Simulations

(Kushniruk et al., 2013)



Clinical Simulations

Involves analysts:
• Video recording health professionals interactions with HIS and its 

associated devices
• Computer screen recordings
• Interviews with health professionals

(Borycki et al., 2009)

Analysts then reviews interview, video and audio data to identify instances of 
technology-induced errors (i.e. mistakes) and near misses (i.e. slips).

(Borycki & Kushniruk, 2005; Kushniruk et al., 2005)



Clinical plus Computer Based 

Simulation

Extension of computer based simulations
Clinical simulations are used as input parameters to a computer-based 
simulation model

(Borycki et al.,2009) 



Clinical Plus Computer Based 

Simulations

Uses:
Extended to provide decision-makers with 
information about the impact of these 
technology-induced errors upon organizational 
medication error rates

Used to develop a risk management strategy
Prevention of errors occurring
Influence system customization
Development of policies and procedures
Health professional training
Alert to error causing properties of the technology

(Borycki et al., 2009)



Usability – measure of “ease of use” of a system in 
terms of (Preece et al., 1993):

1. Learning

2. Effectiveness

3. Efficiency

4. Enjoyability

5. Safety

 Usability Engineering  - scientific 
approaches to designing and testing 
usable systems  (Preece & Benyon, 1993)

Usability



Usability: Before, During and After 

Implementation

(Kushniruk & Borycki, 2006)



Ethnography



Ethnography

Methods
• Interviews
• Focus groups
• Surveys
• Observations
• Varying combinations of methods

(Ash et al., 2007; Koppel et al., 2005)



Ethnography

Importance of the findings:
• Health care professionals can identify instances where HIS can 

lead to error while working in real world settings
(Ash et al., 2007; Koppel et al., 2005)

• Signaled the need for error-reporting systems that allow 
health professionals to provide details of real-world near 
misses and error experiences involving HIS and devices

Limitations
• Not able to detect all types of errors

(Borycki & Keay, 2010)



Rapid Assessment of Clinical 

System Interventions



Ethnography

Rapid Assessment of Clinical Systems (RACS) Interventions
Methods:

Interviews, surveys and observations
One month to complete

(Ash et al., 2007; Koppel et al., 2005)

Errors during the one month periods
Cost of redesign and reimplementation

(Kaner et al., 1999; Patton, 2001)



Root Cause Analysis



Root Cause Analysis

• Learn about how a technology-induced error occurs
• Consider the entire system
• the technology-induced error involving the individual and the HIT as 

well as any hidden system level problems that could have 
contributed to the event are analyzed to understand how the 
technology-induced error occurred. 

The London Protocol
Focus is on Care Delivery Problems CDP
• recommends performing a RCA to:

- reconstruct CDP
- chronologically map CDP

• linear representations of the RCA are not sufficient
(Borycki et al., 2012)



Root Cause Analysis

Extended by Horsky (2005) for technology induced errors.
Timeline of events

• Computer log data
• Expert review of the computer order entry, transfer 

and sign-out notes screens
• Interviewed physicians involved in the error
• Done by a group of health informatics, human factors 

experts
(Horsky et al. 2005)

Identified factors that contributed to the error
• Physician use of clinical information system
• Absence of automated safeguards
• Uncertainty among physicians about how to manage 

unusual scenarios
(Horsky et al., 2005)



Continuum of Health Information 

Systems Safety

(Borycki et al., 2009)



A Layered Approach

Borycki et al., 2013



Institute of Medicine 2015

Health system complexity has increased 
with the introduction of health IT
Technology is affecting diagnosis and 
decision-making of health professionals
Technology-induced errors need to be 
prevented



How Does Your Organization 

Manage Health Information 

Technology Risks?



Questions

This Photo by Unknown Author is licensed under CC BY-NC-ND

http://www.thecryptocrew.com/2013/03/a-list-of-questionable-publishers.html
https://creativecommons.org/licenses/by-nc-nd/4.0/


References

Ash, J. S., Berg, M., & Coiera, E. (2004). Some unintended consequences of information technology in health care: the nature of patient care information system-related errors. Journal of the American Medical 
Informatics Association, 11(2), 104-112.

Ash, J. S., Sittig, D. F., Poon, E. G., Guappone, K., Campbell, E., & Dykstra, R. H. (2007). The extent and importance of unintended consequences related to computerized provider order entry. Journal of the 
American Medical Informatics Association, 14(4), 415-423.

Borycki, E., Dexheimer, J. W., Cossio, C. H. L., Gong, Y., Jensen, S., Kaipio, J., ... & Marcilly, R. (2016). Methods for Addressing Technology-induced Errors: The Current State. Yearbook of medical informatics, (1), 30.

Borycki, E., & Keay, E. (2010). Methods to assess the safety of health information systems. Healthcare quarterly (Toronto, Ont.), 13, 47.

Borycki, E., & Kushniruk, A. (2005). Identifying and preventing technology-induced error using simulations: application of usability engineering techniques. Healthcare quarterly, 8(Sp).

Borycki, E. M., Kushniruk, A. W., Keay, L., & Kuo, A. (2009). A framework for diagnosing and identifying where technology-induced errors come from. Studies in health technology and informatics, 148, 181-187.

Borycki, E. M., Kushniruk, A., Keay, E., Nicoll, J., Anderson, J., & Anderson, M. (2009). Toward an integrated simulation approach for predicting and preventing technology-induced errors in healthcare: implications 
for healthcare decision-makers. Healthcare Quarterly, 12, 90-6.

Borycki, E. M., Kushniruk, A. W., Bellwood, P., & Brender, J. (2012). Technology-induced errors: The current use of frameworks and models from the biomedical and life sciences literatures. Methods of Information 
in Medicine, 51(02), 95-103.

Borycki, E., Kushniruk, A., Nohr, C., Takeda, H., Kuwata, S., Carvalho, C., ... & Kannry, J. (2013). Usability methods for ensuring health information technology safety: evidence-based approaches. Yearb Med Inform, 
20, 7.

Borycki, E. M., Househ, M. S., Kushniruk, A. W., Nohr, C., & Takeda, H. (2012). Empowering patients: making health information and systems safer for patients and the public. Yearbook of medical informatics, 7(1), 
56-64.

Carvalho, C. J., Borycki, E. M., & Kushniruk, A. (2009). Ensuring the safety of health information systems: using heuristics for patient safety. Healthcare Quarterly, 12(Sp).



References

Horsky, J., Kuperman, G. J., & Patel, V. L. (2005). Comprehensive analysis of a medication dosing error related to CPOE. Journal of the American Medical Informatics Association, 12(4), 377-382.

Institute of Medicine (2011). Health IT and Patient Safety: Building Safer Systems for Better Care.  Washington (DC): National Academies Press. 

Kaner, C., Falk, J., Nguyen, H. Q. (1999). Testing computer software (2nd ed.). Wiley.

Koppel, R., Metlay, J. P., Cohen, A., Abaluck, B., Localio, A. R., Kimmel, S. E., & Strom, B. L. (2005). Role of computerized physician order entry systems in facilitating medication errors. Jama, 293(10), 1197-1203.

Kushniruk, A. W., Bates, D. W., Bainbridge, M., Househ, M. S., & Borycki, E. M. (2013). National efforts to improve health information system safety in Canada, the United States of America and England. International journal of medical informatics, 82(5), e149-e160.

Kushniruk, A. W., & Borycki, E. M. (2006). Low-cost rapid usability engineering: designing and customizing usable healthcare information systems. Healthcare quarterly (Toronto, Ont.), 9(4), 98.

Kushniruk, A. W., Triola, M. M., Borycki, E. M., Stein, B., Kannry, J. L. (2005). Technology induced error and usability: The relationship between usability problems and prescription errors when using a handheld application. IJMI, 74(7-8), 519-526.

Kushniruk, A. W., & Patel, V. L. (2004). Cognitive and usability engineering methods for the evaluation of clinical information systems. Journal of biomedical informatics, 37(1), 56-76.

Kushniruk, A. W., Kaufman, D. R., Patel, V. L., Lévesque, Y., & Lottin, P. (1996). Assessment of a computerized patient record system: a cognitive approach to evaluating medical technology. MD computing: computers in medical practice, 13(5), 406-415.

National Academies of Sciences, Engineering, and Medicine. (2016). Improving diagnosis in health care. National Academies Press.

Palojoki, S., Pajunen, T., Saranto, K., & Lehtonen, L. (2016). Electronic health record-related safety concerns: a cross-sectional survey of electronic health record users. JMIR medical informatics, 4(2).



References

Patton, R. (2001). Software testing (2nd ed).  SAMS.

Preece, J., & Benyon, D. (1993). A guide to usability: Human factors in computing. Addison-Wesley Longman Publishing Co., Inc..



Contact Information

Elizabeth Borycki
Professor

School of Health Information Science
University of Victoria
Victoria, British Columbia 
Canada

Email: emb@uvic.ca
Twitter: @Eborycki
Web: https://www.uvic.ca/hsd/hinf/faculty-staff/faculty/elizabeth.php

mailto:emb@uvic.ca

